


OVERVIEW

The training on cybersecurity of financial institutions and digital banking is specifically tailored to equip professionals
in the finance industry with the necessary knowledge and skills to protect sensitive data, prevent security breaches,
and ensure the safety of digital transactions. The comprehensive 2-day program delivers essential knowledge to
help banks and financial organizations secure critical assets and customer data against emerging cyber threats
targeting the finance sector.

The training utilizes real-world case studies to provide participants with insights into previous bank breaches,
including the drivers, exploits, impacts, and lessons learned. These case studies cover various scenarios such as
phishing attacks, third-party risks, unpatched systems, insider threats, and more. By analyzing these real cases of
breaches, participants gain a better understanding of potential threats and the importance of implementing robust
cybersecurity practices. One of the key components of the training is the focus on ISO 27001, which is introduced
as a vital tool to effectively mitigate cybersecurity risks. Participants learn about its relevance to the financial sector
and digital banking, understanding how it establishes a systematic approach to information security management.
The training delves into the key components of ISO 27001, including its 4 to 10 clauses that cover crucial aspects
such as risk assessment, security policy, information security controls, and incident management. A significant
portion of the training is dedicated to Annex A of ISO 27001, which outlines a comprehensive set of security controls
that can be tailored to the specific needs of financial institutions and digital banking platforms. Participants leamn
about various control domains, including access control, cryptography, physical and environmental security, supplier
relationships, and incident response. Case studies of successful ISO 27001 implementations in the financial industry
are presented to highlight the effectiveness of this approach. Furthermore, the training covers best practices for
securing applications to bolster cybersecurity in financial institutions and digital banking platforms. Participants
gain insights into the software development lifecycle and the importance of implementing security measures at
each stage. This includes code reviews, vulnerability assessments, and secure coding practices. The training
emphasizes the significance of regularly updating and patching applications to mitigate emerging threats effectively.

WHO SHOULD ATTEND:

« IT and Security Professionals in Financial Institutions: This audience comprises individuals responsible for
managing IT systems, networks, and security infrastructure within financial organizations. They play a crucial
role in implementing cybersecurity measures, conducting risk assessments, and ensuring compliance with ISO
27001 standards.

« Cybersecurity Specialists and Analysts: These professionals specialize in monitoring and analyzing security
threats, investigating incidents, and proposing strategies to protect financial institutions and digital banking
platforms from cyber-attacks.

« Risk and Compliance Officers: This group of professionals is responsible for assessing and managing risks
related to cybersecurity and ensuring the organization's adherence to regulatory requirements and ISO 27001
standards.

« Information Security Managers and Officers: Individuals in this role are responsible for overseeing the
development, implementation, and maintenance of information security policies, procedures, and controls in
financial institutions.

+ Auditors and Assessors: Professionals involved in auditing and assessing the security practices and
compliance of financial institutions and digital banking platforms may benefit from this training to better evaluate
the effectiveness of cybersecurity measures and I1SO 27001 implementation.

« Security Consultants and Service Providers: Individuals or companies providing cybersecurity consulting
and services to financial institutions and digital banking entities can use this training to enhance their expertise
and deliver more effective solutions.



TOPICS

1.

Real Cases of Breaches: The training begins with a detailed examination of real-world cybersecurity breaches
that have impacted financial institutions and digital banking platforms. These case studies shed light on the
vulnerabilities that led to breaches and the consequences faced by the affected entities. Some prominent
examples may include the 2017 Equifax data breach, the 2020 Capital One breach, and others. By analyzing
these cases, participants understand the potential threats they face and the importance of robust cybersecurity
practices.

ISO 27001 as a Mitigation Framework: ISO 27001 is introduced as a vital tool to mitigate cybersecurity risks
effectively. Participants learn about its relevance to the financial sector and digital banking, understanding how
it establishes a systematic approach to information security management. The training delves into the key
components of ISO 27001, including its 4 to 10 clauses, which cover crucial aspects such as risk assessment,
security policy, information security controls, and incident management.

Annex A - Controls for Information Security: A significant portion of the training is dedicated to Annex A of
ISO 27001. This annex outlines a comprehensive set of security controls that can be tailored to the specific
needs of financial institutions and digital banking platforms. Participants learn about various control domains,
such as access control, cryptography, physical and environmental security, supplier relationships, and incident
response. Case studies of successful ISO 27001 implementations in the financial industry are presented to
highlight the effectiveness of this approach.

Securing Applications: To bolster cybersecurity in financial institutions and digital banking, the training covers
best practices for securing applications. Participants gain insights into the software development lifecycle and
the importance of implementing security measures at each stage. This includes code reviews, vulnerability
assessments, and secure coding practices. The training also addresses the significance of regularly updating
and patching applications to mitigate emerging threats.

CONCLUSION:

The training concludes with a call to action for financial institutions and digital banking platforms to
prioritize cybersecurity. By leveraging ISO 27001 as a mitigation framework and implementing robust
security measures, they can protect sensitive data, thwart cyberattacks, and safeguard their reputation
and trust among customers. Continuous education and adaptation to evolving threats are emphasized
as critical aspects of maintaining a resilient cybersecurity posture in the rapidly evolving digital landscape
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ABOUT THE SPEAKER




